


(iv)  CareMed may use PHI to provide Data Aggregation services related to the
Health Care Operations of the Covered Entity.

(v) CareMed may use or disclose PHI as Required By Law.

. Protection of PHI. CareMed shall use reasonable and appropriate safeguards to prevent use or
disclosure of the PHI other than as permitted by this Agreement.

. Reporting and Mitigation . CareMed shall take reasonable steps to mitigate, to the extent
practicable, any harmful effect that is known to CareMed of a use or disclosure of PHI by
CareMed in violation of this Agreement. ~CareMed shall, following the discovery of a breach
of Unsecured PHI, notify Covered Entity of the Breach in accordance with 45 C.F.R.

§164.410 without unreasonable delay and in no case late r than 60 days after discovery of the
Breach.

. Minimum Necessary Standard . To the extent required by the “minimum necessary”
requirements of HIPAA, CareMed shall only request, use and disclose the minimum amount
of PHI necessary to accomplish the purpose of the request, use or disclosure. Covered Entity
represents that, to the extent Covered Entity provides PHI to CareMed, such information is

the minimum necessary PHI for the accomplishment of CareMed’s purpose.

Sub-Contractors and Agents. Except as otherwise permitted by Section 1(b)(ii) above,
CareMed shall enter into and maintain an agreement with each agent or subcontractor that has
or will have access to PHI received from, or created or received by CareMed on behalf of,
Covered Entity, pursuant t o which such agent or subcontractor agrees to be bound by the
same restrictions, terms and conditions that apply to CareMed under this Agreement with
respect to such PHI.

. Availability of Books and Records. CareMed shall make CareMed’s internal practices, books,
and records relating the use and disclosure of PHI received from, or created or received by
CareMed on behalf of, Covered Entity available to the Secretary, in a reasonable time and
manner, for purposes of the Secretary determining Covered Entity’s and CareMed’s

compliance with HIPAA.

. Documentation of Disclosures. CareMed shall document such disclosures of PHI and

information related to such disclosures as would be required for Covered Entity to respond to
a request by an Individual for an accounting of disclosures PHI in accordance with 45 C.F.R.
§164.528.

. Accounting of Disclosures. Within fifteen (15) business days of notice by Covered Entity to
CareMed that it has received a request for an accounting of disclosures of PHI (other than
disclosures to which an exception to the accounting requirement applies), CareMed shall
make available to Covered Entity such information as is in CareMed’s possession and is
required for Covered Entity to make the accounting required by 45 C.F.R. §164.528. If
CareMed receives a request directly from an individual pursuant to 45 C.F.R. §164.528 it

shall, within ten (10) business days, forward such accounting request to Covered Entity.

. Access to Information Within fifteen (15) business days of a request by Covered Entity for
access to PHI about an Individual contained in any Designated Record Set of Covered Entity
and maintained by CareMed, CareMed shall make available to Covered Entity such PHI for so
long as CareMed maintains such information in the Designated Record Set. If CareMed
receives a request for access to PHI directly from an Individual, CareMed shall forward such
request to Covered Entity within ten (10) business days. Covered Entity shall be solely
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10.

11.

12.

responsible for making determinations with respect to the provision of access to the
individual of such PHI and/or denial of the same (including the creation and/or maintenance
of any notifications and/or documents in connection therewith).

Availability of PHI for Amendment. Within fifteen (15) business days of receipt of a request
from Covered Entity for the amendment of an Individual’s PHI contained in any Designated
Record Set of Covered Entity and maintained by CareMed, CareMed shall provide such
information to Covered Entity for amendm ent and incorporate any such amendments in the
PHI (for so long as Car eMed maintains such information in the Designated Record Set) as
required by 45 C.F.R. §164.526.  If the Covered Entity denies an individual’s request to
amend such PHI, CareMed shall incorporate into the PHI any of the statements and/or
documents that the Covered Entity has created or received with respect to such denial;
provided that, the Covered Entity has provided CareMed with a copy of such statement and/or
documents. If CareMed receives a request for amendment to PHI directly from an Individual,
CareMed shall forward such request to Covered Entity within ten (10) business days.

Covered Entity shall be solely responsible for making determinations with respect to the
amendment of such PHI pursuant to an individual’s request and/or the denial of such request
(including the creation and/or maintenance of any notification and/or creation of documents
in connection therewith).

Electronic PHI/Security Obligations.

(a) For purposes of this Agreement, “Electronic PHI” shall have the same meaning as
“Electronic Protected Health Information” as that term is defined by HIPAA within 45 CFR
§ 160.103. Specifically, Electronic PHI shall include PHI that is transmitted by Electronic
Media (as defined by HIPAA within 45 CFR § 160.103), or that is maintained in Electronic
Media. In addition, for purposes of this Agreement, “Security Incident” shall have the same
meaning as that term is defined by HIPAA within 45 CFR § 164.304. (i.e., “the attempted or
successful unauthorized access, use, disclosure, modification, or destruction of information
or interference with the system operations in an information system”).

(b) CareMed shall implement administrative, physical and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity and availability of any
Electronic PHI that it creates, receives, maintains or transmits on behalf of Covered Entity as
required by HIPAA.

(c) CareMed shall report to Covered Entity any Security Incident of which if becomes
aware in the following time and manner: (i) any actual, successful Security Incident will be
reported to Covered Entity in writing, within ten (10) business days of the date on which
CareMed first becomes aware of such Security Incident, and (ii) any attempted, but
unsuccessful Security Incident of which CareMed becomes aware will be reported to Covered
Entity in writing upon the written reasonable request of Covered Entity. If the HIPAA
Security Regulations are amended to remove the requirement to report unsuccessful attempts
at unauthorized access, the requirement to report such unsuccessful attempts shall no longer
apply as of the effective date of that amendment.

Obligations of Covered Entity.

(a) Covered Entity shall not request that CareMed use or disclose PHI in any manner that
would not be permissible under HIPAA if done directly by Covered Entity.
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(b) Covered Entity represents that, to the extent Covered Entity provides PHI to
CareMed, Covered Entity has obtained the consents, authorizations and/or other forms of
legal permission required under HIPAA and other applicable law, including any necessary
authorizations for the use of PHI for Marketing purposes, if applicable.

Term. The term of this Agree ment (the “Term”) shall be effective as of  the effective date,
and shall terminate when all of the PHI provided by Covered Entity to CareMed, or created or
received by CareMed on behalf of Covered Entity, is destroyed or returned to Covered Entity.
If it is infeasible to return or destroy any such PHI CareMed agrees to extend the terms of this
Agreement, and the protections afforded hereby, to such information, in accordance with the
provisions in Section 15 of this Agreement.

Right to Terminate for Material Breach . Notwithstanding any other provision of this
Agreement, this Agreement may be terminated by Covered Entity upon thirty (30) days
advance written notice to CareMed in the event that CareMed breaches this Agreement and
such breach is not cured within such 30-day period; provided, however, that in the event that
termination of this Agreement is not feasible, in Covered Entity’s sole discretion, CareMed
acknowledges and agrees that Covered Entity has the right to report such breach to the
Secretary of the Department of Health and Human Services (“HHS”).  Similarly, in
accordance with §13404 of HITECH, CareMed may terminate this Agreement upon thirty
(30) days advance written notice to Covered Entity in the event that CareMed is made aware
of a breach of PHI or violation of HIPAA or HITECH by Covered Entity and said breach or
violation is not cured by Covered Entity. The termination of this Agreement pursuant to this
Section shall have no effect upon any right or obligation created by any other written
agreement between CareMed and Covered Entity

Return or Destruction of Health Information . Upon termination of this Agreement, for any
reason, Car eMed shall return or destroy all PHI received from Covered Entity or created or
received by CareMed on behalf of Covered Entity and which CareMed still maintains in any
form. This provision shall apply to all such PHI in the possession of subcontractors or agents
of CareMed. Notwithstanding the forgoing, if CareMed determines that returning or
destroying such PHI is infeasible, then CareMed shall provide to Covered Entity notification
of the conditions that make return or destruction infeasible, which may include without
limitation, the need for CareMed to retain such information for purposes of audits by
pharmaceutical manufacturers and others providing involved with medication assistance
programs referenced in the Service Agreements. Upon mutual agreement that return or
destruction of PHI is infeasible, such agreement not to be unreasonably withheld, CareMed
shall extend the protections of this Agreement to such PHI and limit further uses and
disclosures of such PHI to those purposes that make the return or destruction infeasible, for
so long CareMed maintains such PHI.

HIPAA Amendments . The pa rties acknowledge and agree that the Health Information
Technology for Economic and Clinical Health Act (“HITECH”) was adopted as part of the
American Recovery and Reinvestment Act of 2009. HITECH imposes new requirements
with respect to privacy, security and breach notification and contemplates that such
requirements shall be implemented by regulations to be adopted by HHS. The HITECH
provisions applicable to business associates will be collectively referred to herein as the
“HITECH BA Provisions.” The provisions of HITECH and the HITECH BA Provisions are
hereby incorporated by reference into this Agreement as if set forth in this Agreement in their
entirety. Notwithstanding anything to the contrary, the HITECH BA Provisions will be
effective February 17, 2010 or such subsequent date as may be specified in HITECH or
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applicable final regulations. In addition, if HIPAA, the HITECH BA provisions or any other
law or regulation is modified, amended or adopted in such a manner as to modify the
obligations or rights of CareMed or Covered Entity, the parties agree to comply with any such
modified, amended or adopted law or regulation and to amend this agreement to reflect such
modified, amended or adopted law or regulation.

17. No Third Party Beneficiaries. The Parties have not created and do not intend to create by this
Agreement any third party rights, including, but not limited to, third party rights for Patients .

18. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that
permits Covered Entity and CareMed to comply with the HIPAA.

Sorkin's Rx, LTD d/b/a CareMed Pharmaceutical Services

[Legal Name of Covered Entity]

Signature: Signature:

Print Name: Print Name:

Title: Title:

Date: Date:

Address: Address: 1981 Marcus Ave, Suite 225

Lake Success, NY 11042
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